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1. PURPOSE

This Information Security Policy (hereinafter, the “Policy”) establishes the fundamental guidelines for the
proper management and protection of information, services, systems, communications, and other
technological corporate resources (hereinafter, the “Information Assets” or “ICT Resources”) belonging to
PERSAN S.A. and the subsidiary companies that form the Persdn Group (hereinafter, “PERSAN” or the
“Organization”).

The need to protect Information Assets is based on the following factors:

e The obligation to ensure Information Security (hereinafter also referred to as “Security”),
guaranteeing that access to, use of, and custody over such assets are aligned with business
requirements.

e Compliance with the applicable legal framework, as well as internal policies, regulations, procedures,
and Security instructions, including obligations arising from the processing of personal data.

e The intention to reinforce the Organization’s institutional positioning, demonstrating maturity in
technological risk management and strengthening confidence among third parties.

This Policy is aligned with the Organization’s business strategy and risk-management approach and sets the
foundation for the development of the Information Security Management System (hereinafter, the “ISMS”).
It is supported by a systematic risk-assessment process that enables evaluation of the impact and likelihood
of threats, facilitating coherent and informed decisions regarding their treatment.

2. SCOPE

The scope of this Policy extends to the entire Information Security Management System (ISMS). It expressly
includes internal environments, outsourced services, critical digital infrastructures, and technological
relationships with third parties, ensuring full traceability and coverage of assets linked to essential
operations.

All areas of the Organization are responsible for promoting, communicating, and enabling compliance with
this Policy. To this end, Top Management will provide the necessary human, technical, and financial resources
for its effective implementation, and will establish formal mechanisms for the assignment of responsibilities
and the monitoring of compliance to ensure the proper application of the measures defined.

This Policy is mandatory for all PERSAN personnel, including employees, Top Management, suppliers,
subcontractors, and external collaborators who directly or indirectly access, process, or manage the
Organization’s information. Continuous training and awareness activities will be promoted as a necessary
condition for effective compliance with the provisions established herein.

www.persan.es
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3. RESPONSIBILITY

The definition, establishment, and review of the Information Security Policy and the ISMS require
coordinated participation from several key roles within the Organization. The main responsibilities of these
roles are outlined below:

Top Management: Holds the authority to approve the Policy, assign responsibilities, and allocate the
necessary resources. It must ensure that the Policy is clearly defined, communicated, and aligned with the
Organization’s strategic objectives.

Information Security Committee (CSI): Reviews and recommends adjustments to both the Policy and the
ISMS prior to their formal approval by Top Management, proposing improvements and monitoring their
continued validity.

ISMS Manager: Coordinates the development, implementation, and updating of both the Policy and the
ISMS, ensuring compliance with the Organization’s regulatory, legal, and strategic requirements.

4. ACRONYMS AND DEFINITIONS

The acronyms and definitions relevant to the understanding of this Policy are included in the global document
"Glossary of Acronyms and Definitions of the ISMS", which takes as a reference the "Security Guide CCN-
STIC-401 (Glossary and Abbreviations)" and other complementary sources for those cases not explicitly
contemplated in the aforementioned Guide.

5. NORMATIVE PROVISIONS

5.1. INTRODUCTION

The objective of Information Security is to ensure the appropriate protection of resources, the quality of
information, and business continuity through an approach based on risk prevention, continuous monitoring,
and effective incident response.

PERSAN is critically dependent on information and communication technology (ICT) systems to carry out its
activities and achieve its strategic objectives. These systems handle valuable information and support key
processes and must therefore be managed responsibly, efficiently, and securely, adopting the measures
necessary to protect them against threats that may compromise the confidentiality, integrity, availability,
authenticity, and traceability of the information processed and the services provided.

As technological risks evolve continuously, the Organization requires a dynamic and adaptable strategy
capable of responding to changes in the environment, emerging threats, and technical vulnerabilities. To this
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end, all areas of PERSAN shall apply the established security measures, proactively monitor service delivery,
identify and analyse vulnerabilities, and build the capabilities required for a timely response to incidents.

All areas shall ensure that Information Security is an integral part of every stage of the system lifecycle—from
conception through to decommissioning—including development or acquisition decisions and operational
activities. Security requirements and funding needs shall be identified and incorporated into planning and
into requests for proposals for ICT projects.

All areas shall be prepared to act effectively in prevention, detection, response, and recovery activities in the
event of incidents, thereby ensuring compliance with the principles set out in this Policy and with the
Organization’s Information Security commitments.

5.2. MISSION

PERSAN is engaged in the manufacture and marketing of cleaning products, detergents, fabric softeners, and
personal-care products. It operates in several countries, combining the global reach of a multinational with
the agility and proximity of a family-owned company.

Information Security applies across the Organization’s areas of activity, protecting the data and assets that
support operations and safeguarding business-critical information.

The key areas to which this Policy applies include:

e Manufacturing and marketing: Information Security protects industrial property, product formulas,
production plans, sales forecasts, and logistics and commercial data, ensuring that sensitive
information related to processes and products is not altered, destroyed, or accessed without
authorisation.

e International expansion: Information exchanged with third parties and partners must be kept secure
and traceable in order to protect business data, contracts, and relationships with international
customers, and to ensure compliance with data-protection and Information Security regulations in
the countries where the Organization operates.

e Sustainability: Environmental indicators, sustainability reports, and any technical or compliance
documentation that may be subject to external verification, audit, or certification must be protected.

e Social initiatives: Personal data of beneficiaries of scholarship, training, or mentoring programmes
must be protected to ensure compliance with data-protection regulations and the confidentiality of
social or educational information.

www.persan.es
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Innovation: Information leakage, sabotage, or unauthorised access to test environments and
technical know-how must be prevented to protect information relating to R&D projects, technical
documentation, software under development, and other strategic initiatives.

Supplier relationships: Security requirements must be defined to ensure the secure management of
contractual, operational, and financial information exchanged with critical suppliers, including
confidentiality clauses and indicators to monitor compliance with agreed standards.

5.3. OBJECTIVES OF INFORMATION SECURITY

Information Security management at PERSAN is based on establishing, monitoring, and periodically

reviewing objectives, consistent with the framework defined by the Information Security Management

System (ISMS) and the Organization’s overall strategy.

Objectives shall be measurable, achievable, reviewable, and aligned with applicable requirements, including

those established by current legislation, stakeholder expectations, internal business needs, and the risks

identified in the risk assessment.

The strategic Information Security objectives are to:

Align Information Security with PERSAN’s mission, vision, and objectives, contributing to institutional
strengthening and management excellence.

Comply with applicable legal, regulatory, and contractual requirements, with particular emphasis on
personal data protection and communications security legislation.

Reduce and control risks affecting Information Assets, especially those related to the most critical
business-continuity processes.

Ensure Information Security in service delivery, increasing the confidence of customers, partners, and
third parties.

Foster a security culture among employees by promoting awareness, training, and individual
accountability in the handling of information.

Ensure the operational continuity of essential services by establishing preventive mechanisms and
incident response capabilities.

Periodic evaluation of compliance with the objectives above forms part of the ISMS continual improvement

cycle and shall be reviewed by Top Management to introduce adjustments where necessary.

www.persan.es
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5.4. MANAGEMENT COMMITMENT

Top Management at PERSAN declares its firm commitment to protecting information, ensuring that
Information Security objectives are integrated into business processes and that the requirements to achieve
them are identified and applied consistently throughout the Organization.

Top Management is also committed to the continual improvement of the ISMS by reviewing its suitability,
adequacy, and effectiveness through the analysis of:

e Identified opportunities for improvement.

e |SMS performance results (nonconformities, audits, indicators, achievement of objectives).
e Stakeholder feedback and expectations.

e Changes in the internal and external context relevant to the ISMS.

e Risk assessment results and the evolution of the risk treatment plan.

To ensure the effectiveness of the system, Top Management shall provide the ISMS with the necessary
resources and will actively support all personnel in achieving the established objectives.

5.5. PRINCIPLES

PERSAN’s commitment to Information Security is an essential component of its activities and corporate
responsibility. Accordingly, this commitment is demonstrated through the adoption of measures that ensure
the protection of information, services, processes, and technological assets against all types of threats.

This Policy is based on the following principles:

e Effectiveness: Information must be appropriate, relevant, and useful for fulfilling PERSAN’s mission,
supporting decision-making and value creation.

e Efficiency: Information processing must optimise resources and reduce costs, ensuring that the level
of control and treatment applied is proportionate to the risks and needs identified, thereby
supporting agile, sustainable, and balanced management.

e Legality: All information-related activities must comply with the applicable legal and regulatory
framework. PERSAN promotes compliance, personal data protection, fraud prevention, and ethical
integrity in its operations.

¢ Innovation: Continual improvement and the adoption of secure technologies are encouraged in order
to strengthen existing controls and maintain PERSAN as a benchmark in its sector.

www.persan.es
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In addition, PERSAN adopts as a reference framework the five Information Security dimensions used to
establish consistent criteria for the valuation and treatment of assets:

e Confidentiality: Information shall be available only to duly authorised persons.
e Integrity: Information shall be complete, accurate, and protected against unauthorised modification.

e Availability: Information and services shall be accessible when required, avoiding disruptions that
affect operational continuity.

e Authenticity: The identity of users, systems, or information sources shall be verifiable, and data shall
originate from who/what it claims to originate from.

e Traceability: It shall be possible at all times to determine who accessed which information, when, and
how, ensuring the recording and monitoring of relevant actions.

5.6. REQUIREMENTS

To ensure effective Information Security management, PERSAN establishes a set of minimum requirements
that shall be applied in all activities, services, and operations involving data processing or the use of
Information Assets:

e Define security requirements from the design phase of systems, applications, processes,
architectures, and any other Information Asset (security by design).

e Configure Information Assets so that, by default, they are in the most secure state possible, applying
the principle of minimum exposure and least privilege (secure by default).

e Prevention, detection, response, and evidence preservation.
e Continuous monitoring and periodic re-assessment.

e Segregation of duties and responsibilities.

e Organization and implementation of the security process.

e Risk analysis and risk management.

e Personnel security.

e Authorisation and access control.

e Physical and facilities security.

e Security in product acquisition and service procurement.

e Least privilege.
It is essential to ensure that the most recent approved version of this document is consulted at all times. Any
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e Integrity and updating/patching of information systems.

e Protection of information at rest and in transit.

e Protection in interconnections with other information systems.
e Activity logging and malicious code detection.

e Information Security incident management and notification.

e Business continuity.

e Continual improvement of the security process.

e Supply chain security.

e Reliability, security, and resilience.

These principles apply across the entire Organization and are developed through a complementary internal
framework (policies, standards, procedures, technical instructions, guides, and manuals) that enables
achievement of the defined objectives and ensures an adequate level of protection across all Information
Security dimensions: confidentiality, integrity, availability, traceability, and authenticity.

All documentation forming part of the ISMS is managed, structured, and retained in accordance with
documented processes developed by PERSAN, taking into account applicable national and international
standards.

5.7. ROLES AND RESPONSIBILITIES IN INFORMATION SECURITY

PERSAN establishes an Organizational structure based on clearly defined roles and oversight committees to
facilitate decision-making, risk management, and coordination mechanisms, ensuring effective asset
protection and compliance with applicable regulatory and legal requirements.

Specific requirements regarding the assignment of duties, as well as descriptions of the various profiles
involved in the ISMS, are set out in the ISMS Roles and Responsibilities Policy.

5.8. COMMUNICATION, DISSEMINATION AND TRAINING

PERSAN’s Information Security Policy, together with its associated supporting framework, constitutes the
mandatory reference framework that all areas of the Organization must comply with within the scope of their
responsibilities.

Key elements:

It is essential to ensure that the most recent approved version of this document is consulted at all times. Any
superseded version must be removed from circulation. To verify the latest available version, please refer to the Intranet
and/or the corporate website www.persan.es.
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e Communication and accessibility: The Policy shall be communicated to all persons performing work
for or on behalf of PERSAN, whether internal or external, and shall be made available to all relevant
interested parties.

e Awareness and training: Awareness, training, and sensitisation mechanisms shall be established to
ensure staff understand and apply the Policy.

e Compliance monitoring: The level of compliance with the Policy shall be periodically assessed
through internal audits, reviews, compliance controls, and other mechanisms defined within the
ISMS.

e Continual improvement: The Policy forms part of a continual improvement process, ensuring its
adequacy, effectiveness, and alignment with PERSAN’s strategy, security objectives, and the risk level
accepted by the Organization.

The Policy shall be formally approved by Top Management and shall be reviewed at least annually, or
whenever relevant changes occur in the technological, Organizational, or regulatory environment, or in the
results of the risk assessment.

5.9. INCIDENT MANAGEMENT AND REPORTING

The Organization shall establish formal mechanisms for the detection, reporting, notification, and
management of Information Security incidents that may compromise the availability, integrity,
confidentiality, traceability, and authenticity of information or critical services. All personnel, including
suppliers and external collaborators, shall report without delay any event that may constitute an incident
through the channels defined in the Code of Good Practice for Information Security.

Incidents shall be classified according to their impact and scope. Those affecting critical processes, involving
the loss or alteration of sensitive information, causing significant service disruption, or producing effects on
third parties shall be treated as significant incidents. In such cases, a structured procedure shall be activated,
including technical analysis, containment, mitigation, detailed recording, root-cause analysis, and review of
preventive measures.

Where an incident exceeds internally defined thresholds, or where required by contractual or regulatory
obligations, formal notification shall be made to the relevant entities or bodies within the established
timeframes, in accordance with the applicable legal framework.

5.10. DISCIPLINARY REGIME

Failure to comply with this Policy—whether by action or omission—undermines the Organization’s ability to
identify risks, protect Information Assets, detect threats in a timely manner, respond effectively to incidents,

www.persan.es

Pg. 10 of 11


http://www.persan.es/

INFORMATION SECURITY POLICY Code: ISMS-POL-001

Version: 1.0

Effective Date: 18/12/2025

and restore services with continuity assurances. Any breach of the principles established herein shall be
considered a serious breach of functional responsibilities in relation to Information Security.

Such non-compliance may include omission of preventive controls, disregard of alerts, failure to report
incidents, or inaction in situations affecting the availability, integrity, confidentiality, traceability, and
authenticity of information. The Organization shall apply corrective and disciplinary measures proportionate
to the impact, including, where appropriate, the initiation of internal investigation procedures and
notification to the competent authorities in accordance with applicable regulations.

6. REVIEW AND IMPROVEMENT

The Information Security Committee, in collaboration with the other ISMS roles, will continuously work to
improve the adequacy, suitability, and effectiveness of this Policy.

Reviews will be conducted:

e At least annually, or more frequently in the event of serious incidents, significant changes, or
regulatory updates.

e Through assessments of compliance with applicable regulations, internal policies, and relevant
reference standards.

Proposals for improvement shall be documented and submitted to the Information Security Committee (CSI),
including the results of internal audits, management reviews, and threat-trend analyses.

Approved improvement actions will be recorded in the ISMS work plan and incorporated into the Plan—Do—
Check—Act (PDCA) cycle to ensure the continual improvement of the Information Security Management
System.

7. REFERENCES

For more information, consult the ISMS repository (PERSAN Process Map: Cybersecurity Management):

e ISMS Normative Document Repository.
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